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1. Introduction

It has been decided to use an Aadhar enabled biometric attendance system
(AEBAS) at all skill development centers (SDCs) empaneled with the Bihar Skill
development mission (BSDM). The system will be installed at all the SDCs.

The AEBAS is a real time attendance monitoring system making use of Aadhar
number generated by UIDAI which capture either fingerprint or Iris.

The proposed system shall capture the fingerprint at the SDCs for attendance of
Learners or Learning facilitators to monitor their attendance in real time.

The AEBAS is making use of Aadhar to monitor Learner’s/ Learning Facilitator's
attendances across various skill development centers under BSDM.

Aadhaar Enabled Biometric Attendance System (AEBAS)is a time and
attendance marking system based on biometric technology linked with the

verification of Aadhaar. The system is particularly aimed at recording Learner’s/
Learner Facilitator’s attendance in various SDCs empaneled under BSDM.

2. Purpose

Aadhar Enabled Biometric Attendance System (AEBAS) formulated by the
Government of India is a real time monitoring systment that helps in improving
the punctuality and productivity of government employees at large. The Aadhaar
number generated by UIDAI (Unique Identification Authority of India)is
utilized in the process of authentication carried out by AEBAS. Cloud-based BAS
helps in monitoring the attendance of the employees in real-time.

In the BSDM scenario, thousands of learners and learning facilitators are
involved across various skill development centres under BSDM. Tracking the
attendance of these learners and learning facilitators is an arduous task.

However, the presence of them on time is critical for the success of various




activities like attendance tracking, monitoring of SDCs and its impacts on training
programme of the BSDM.

As of now the attendance of learners and learning facilitators was recorded with
simple biometric device which was not Aadhar enabled or manually. Due to this,
the SDCs can temper attendance report which later impacts on skill training
quality and obviously the main moto of skill development programs. The
monitoring and maintaining the entire database were proving to be difficult just
not because of real-time monitoring system in skill training programs. There was
also the question of reliability as records were vulnerable to tampering or there
could be an entry of faulty data.

Therefore, Aadhar enabled biometric attendance system is now going to
introduce to overcome the above-mentioned shortcomings. This has been proved
to be the best real-time solution for marking reliable and accurate information.

As sharing of attendance data through various levels was cumbersome, the
BSDM has come up with an idea to make use of the Aadhar enabled biometric
attendance system for monitoring the real-time attendance through a centralized

system.

3. Scope and advantages of AEBAS

There is no doubt that the deployment of biometric authentication solution is on a
rise than ever before.

It wouldn’t be wrong to say that with time, people are preferring their own body to
be the passwords for securing sensitive information rather than cracking head on
textual passwords with mandates like special characters, numbers, no special
characters, person, places etc.




To keep a check on authenticating access to confidential data, biometric devices
are fastly making a way into Education, electronics, BFSI, defence, home
security, criminal identification, transport & logistics, and most importantly in bank
sectors. It has also been brought to use by public and private offices in the form
of time and attendance systems.

3.1. Advantages of AEBAS:

Supports various platforms

Supports centralized functions

Help in real-time tracking of attendance

Time saving while making the attendance

Ease of sending real time notifications

Help in accurately track to both login and logout to know the exact
working time
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4. Executive Summary

It has been decided by the Bihar Skill Development Mission under Labour
Resources department, GoB to implement common Aadhaar Enabled Biometric
Attendance System (AEBAS). The proposed system would enable a Learner
Facilitator/ Learners/ Centre Coordinator/ Centre Owner to register attendance
by presenting his/her fingerprint which will be authenticated online by doing one
to one match with the bio-metric stored in the UIDAI data base against the
Concern’s Aadhaar number.

Labour resources department, GoB with the help of IT Department, GoB intends
to install this Biometric Attendance System across all the empanelled Skill
Development Centre (SDC) under Bihar Skill development Mission (BSDM). The
empanelled SDC shall use the unique biometric attendance environment, hosted
at the State Data Centre, department of IT.

5. About Aadhar Based Biometric Attendance System
(AEBAYS)

Aadhaar based biometric Authentication for the purpose of attendance would
ensure that the attendance of all Learners/ Learner Facilitators/ Centre
Coordinators/ Centre Owners of empanelled SDCs will be visible in real time on
the Unigue attendance environment ensuring transparency and accountability to
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bring efficiency.

AEBAS is an Online System where authentication of fingerprints is done
online, thus presence of Internet Connectivity is mandatory requirement
wherever devices are installed. Internet Connectivity from all service
providers is supported in AEBAS.

6. Requirements

6.1. Non-technical requirements

1. Identification of Nodal Officer within Department who is having Aadhaar
number.

2. Web Portal for SDC registration as well as identification of Nodal officer.
3. Aadhaar Card for every Learners/ Learning Facilitator Registration.

6.2. Technical Requirements

1. AEBAS Compatible Bio-Metric RD Devices.

2. ldentification of Windows xxxxx based Personal Computer with dot net
framework 3.5 and above.

3. Internet Connectivity with enough bandwidth for RD Devices.

4. Better response time can be achieved with high speed internet

connectivity.




7. AEBAS Architecture

7.1. RD Device Registration

This integration will enable UADAI based authentication for the KYP & Domain
Skilling candidates.
Process Flow

Biometric device

e SDC should have recommended any UIDAI approved biometric capturing
device(s); (We may take Mantra MFS 100 & eNBioScan biometric
device as UIDAI approved device).

« Biometric capturing devices should be in working condition.

e Itis also recommended that SDCs should also have a backup device in
case of any malfunction or failure of the registered device to avoid loss to
the candidates learning.

RD registration

SDC will register their available device to RD services through various services
providers (easily available online) For Mantra device recommended service
provides is SERVICO from Mantra

(Note: We may take SERVICO as device registration provider for Mantra
MFS 100 device)

Stepl: Availability of biometric device

SDC need to check the working condition of biometric device in case of any
technical issue or non-availability of biometric device purchase new device
recommend Mantra MFS 100 device

Step2: RD services registration

SDC have to register biometric devices to RD services. There are multiple RD
service provides available online;

For Mantra device recommended service provides is SERVICO from Mantra
Link: http://servico.mantratecapp.com/Payment/CustomerPayment.aspx




Video link for RD registration:
https://www.youtube.com/watch?v=UmNI4c4UmJw&t=39s
Refer shared Document:

€ > C O Notsecure | servicomantratecapp.com o .ﬂ @ o =5 0 H

3 Apps Metabase staging KYP Support Whatsag, KYP Solar ERA Metabase Evidence KYP Final & OnCeT C0P | Login Page [E) Issues and soluven. Learner Agp »
Delivering Services & Success . Call:- 079-49068000 Ext.1 “ :

DOWNLOAD oo CONTACT PayTime

Go to Payment
option

Welcome To
Mantra Central Helpdesk

Customer Services is the Heart of our Company. The Service You Expect, The Quality
You Deserve!

Contact Us

Waiting for googleads.g doubleciick.net.

servico.mantratecapp.com,Pay

P |Login Page [ lssues and solution..

OnCeT. o e pp
T o |

ABOUTUS SUPPORT DOWNLOAD SHOP PAYMENT CONTACT Pﬁynme

RD Service

# Home » Payment

Note:- kindly select the option for Payment




€ 5 C O Notsecure | servi ayment/ aspt % €8 o =@

3 Appc e Metsbasestaging of KYPSuppert D Whatsipp @ KWPSolar s ERA Metsbase @ Evidence KYP Finsl & OnCeT. ) COP|Login Page [ lssues and solution... Learner Agp »

SERVICO
i

2 Lu

Payment Options

0P  PAYMENT  CONTACT Pay‘ﬂme

) Has Payment ID 7

Name Mobile No. Email

[ Name | [ mobileno. | [emat

Company Nam| Company GST No. Application Name

| Company Na | | Company GST No. | | Application Name

Serial Number

(O For Cne Year RD Subscription (Rs. 100)
(O For Cne Year RD Subscription + Warranty (Rs. 190)

€« > C A Notsecure | i Payment) aspx -3 ﬁ@ o | = . i
355 Apps  me Metsbasestaging o KVPSupport (D Whatsipp @ KvPSolar e ERA Metsbase @ Evidence VP Final & OnCeT. ) COP|Login Page [ lssues and solution... Learner App »
- - -
} Ir RVII u ABOUTUS  SUPPORT  DOWNLOAD  SHOP  PAYMENT  contacT  PgyTime
Name Mobile No. Email
Company Name ication Name

Serial Number

Amount GST (%) Total Amount

[ Amount | [ | { Total Amount |

Country State City °
| India (91) (IN / IND) - | | - Select - - | | Nothing selected - |

Postal Address Pay For Remarks




€ C A MNotsecure | servic -app.com/Payment/CustomerPayment.aspx

* Q@ o 6
22 Apps e Metsbasestaging o KYPSupport (D Whatsipp @ KYPSolar e ERA Metsbase @ Evidence K¥P Finsl & OnCeT  {J} CDP |LoginPage [ Issues and solution... Learner App

Add Serial No

Serial No

2689745|

Model : MF Enter Serial No
NN

available back
side of biometric
device

545SACAL1234567

SERIAL NUMBER

Warranty void if §

<« C A Notsscure | servicomantratecapp.com/P. erPayment.aspx

* QO o IO :

&} COP [LoginPage [ Issues and solution.. Learner Agp

s 0@ Metabasestaging o KYPSuppot D Whatsdpp @ KPSolar @@ ERAMetsbase @ Evidence KYP Final & OndCeT.

ABOUTUS SUPPORT DOWNLOAD SHOP PAYMENT

CONTACT Pay]'ime
Go to Pay Now | | LD
For payment

() LOOKING FOR ANNUAL MAINTENANCE CONTRACT FOR YOUR SECURITY
Y/ SYSTEM?
~ Alwaysat Your Service...

o= [N )
) E R V I L u INFORMATION USEFULL LINKS CONTACT US

Change is a cons ure of software About Us O Mon - Sat 10:00 a.m. - 7200 p.m.
have their main Sunday Closed
Technical Videos e

FAQs

L. 070 400680005011
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rostal Acaress

A2 GOPAL BLOC
DEVKIDHAM AP
ROAD

Pin Code

800001

o KYP Suppont

servico.mantratecapp.com/Paymen

D Whatsigp @ KyPSolar ®e ERA

Policy

Terms of Use:

servico.mantratecapp.com |s owned and operated
India. Your use of the Website and services and to

applicable to the Website including the applicable pol

Website, You shall be subject to the policies that are 3
shall be contracting with Mantra Softech India Pvt Lt
obligations, with Mantra Softech India Pvt Ltd. For Y

*User” shall mean any natural or legal person who ha

P | Login Page  [5] Issues and solution.

/ Read terms \

and condition
and accept

d under the laws of
("Terms of Use’) as

f you transact on the

nstitute y

$0 requires "You" or
gistration Data while

Learner App

PayTime

registering on the \ e as Registered User using the User to surf the

Softech India Pvt Ltd

Website or making purchases without registering on thi

When You use any of the services prow

You will be subject to th

right, at our sole di
notice to you. It is
Website follo

Terms of Use, We grant you a personal, non-exclusive, nsterable, limited privilege 1o enter and use the Website.

Decline J

< C @ apipayuin/public/#/26e2418d54 + &0 o
31 Apps s Metsbasestaging  of KYPSuppert @D W @ KYPSolar @ ERAMstsbase QY Evidence R KYP Finsl & OnCeT €O [Login Poge [ lssues and soiution. eereer o
4 Base Servics marteatecapp
Cards (Credit/Debit) >
Choose a payment e
option
B Wallet 3y
°
% HDFC Bank - PayZapp N
= Met Banking 3y

Complete payment
process

Note: Sometimes after completing RD service registration process it take
24 to 48 hours to get activated

Step3: Check functionality of RD services

= ®

SDC can test the RD service working condition with the help of below link (for
Mantra device)
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Link: https://rdtest.aadhaardevice.com/
Video: https://www.youtube.com/watch?v=mBCdxRrckHO

7.2. Upload biometric device data through WORM on SOLAR

You can download WORM from SDC SOLAR login
Go to SOLAR login >> Downloads >> WORM software
Zip file will download, extract the file and follow the process given below,

Run downloaded setup as Administrator

Bl Desktop i setup.exe ! : : :
M*‘m Run WORM set
= o up as

Administrator

™ Computer
&L Local Disk (C)
o MECL (D)
. Personsl (E)

i Network
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Complete the installation process

P ™ ] - S o s =@ =]

ml kv v » = [ 42| Search Wer..

Organize » [ Open  Sharewith v New folder =- 0 @

P Faverites Mame Date modified Type Size
B Desktop T setupoexe (9/6/02016:58  Application 336 K8
8 Downloads 15 werm Setup.rmsi DR 00 1658 —— OSLKE

A Libraries )

[ Documents Installing WORM

o' Musie

| Pictures

B videos WIORM is being installed.
1 Computer Ploaso wai..

& Local Disk (C) [

o MECL (D:)

s Personal (E)
€ Network

=L setup.exe Date moddied: 09/06/2020 16:58 Date created: 09/D6/2020 16:11
Application Suze: 336 KB

Run WORM server as Administrator available on desktop
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Enter SDC center code and password

Welcome Center Co-ordinator!

Please take note that this software scans hardware-software details of your
computers in LAN and uploads to central server for further verification as a
> authorization process. Please take note of following
Enter you SDC  oblem.

code and be connected through local area network.

Password nection to server is required. In some cases, Proxy
irus settings/policies doesnt allow connectivity with
. please make sure for necessary settings on your

matically checks hardware configuration as per
e . onteria and restrict user from uploading details.
4. This soi.. Jso checks duplicate computers and rejects automatically.

Login
User name:
Password:
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Select Process — (2020) - Bio-metric Device Upload -
2020

ABC
Center Code:  COMpUteErs

Center Name: SK INNOVATIONS

Process
©) (2020) - Bio-metric Device Upload - 2020

() (2019) - Center Renewal - KYP Courses 2019

n |

o, |
KYP0000000 wor = =

© (2019) - BS-CFACOURSE TRAINING CENTER REGISTRATION 20

»

[ <Back |[ Net> |[ Concel

J

Upload device data - Biometric Device Upload

Server is not started. Please start the server.
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Note: Only RD service registered biometric device will get upload on
WORM, please check RD service registration status before processing for
Biometric device upload

A R
“3 -~ -
A Th ¢ s
A =X O @ %
1) START  Print Delete Biometric Device Upload Recommended Configuration
Connacted Computers

‘ 1P Address Computer Name Name
14{1’92 168.1.95 enaary Computer Details
i W Computer Name
7 System Mantacturer
7 System Product
7 Curent Time Zone
7 System Type
® Number Of Processers
@k Doman
& UserName
&l Webcam
Operating System Details
£¥05S Name
- - 2705 Version
You will find 2205 S P
£ Buld Number
R20S installation Date

successful it

| 8705 MaxProcessemorySze

u p I oad m essag e is[na;ghll Development Mission WORM: IT nfra Asset Monitoring Fra... X rm}""ﬁf"
?
r

§

Type A

aeatulations!s!
e Aric device detadls uploaded successfully on SOLAR
Kindty versly in your SOLAR login.

TABA100V

[ & Sl Wb
&/ ntedace Type
&/ Pattions
&/ Flesystem
&/ C: Deive FreeSpace
&/ C: Drve Sze
& Total Drive Sze
Processor Details
*D
* Name
* Caption
QL2 Cache
@ Marndacture
@ MaxClock Speed
P Number of Cores
QP Number of Logical Processors
Network Details
s IP Address
#a Mac Address v

Server is not started. Please start the server,
Version: 5.22.6516.24602

Check Device data uploaded status in SOLAR login
Path: Report > Report > Ad hoc > Biometric Device Registration Report
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Login to SOLAR Portal using Center code and Password

oy, (o] ARC ‘
X463 % BIHAR SKILL DEVELOPMENT MISSION
e ¥ o A=

Report» Reportd  Report
KYP Support Blog
For any type of support please go through this blog on reguiar basis and follow the big bular update

Go to Report

Not eligible for final axam

140

Enquiry Details
Pending o
QOverdue L1}

Todays Followup

S, N arc

7 X3t BIHAR SKILL DEVELOPMENT MISSION

o . e
Notwork - Adrmission - Fnance . Boom - Sottings - Downlood Roport .

Select Report Type

Sr.No. Report Type

1 Course Batch Wise
2 Exam Wise

3 Year Wise

’ - Go to Ad hoc

O MECL 000, Bust vievend in K368 * 68 Reschtion Mrowser Crvomaifirsfes |

17




(S IRUY Y

L C 4
Home  Logout

-
{;{5;} BIHAR SKILL DEVELOPMENT MISSION

Report>  Report>  Report

Select report
. No. Report
1 Parformance Index
2 Attendance Upload Statistics
3 LF Lagin Credontial Details - 20018
4 Name G ion Request and Cartifi
5 Learner Name Change Request
[} Human Resource details
7 One time validity extension report

Disabled PPF occounts

©MECL 2090, Boat viswad in 1384 * 788 Rasch.tion Browser Chrorme/Firafos. |

Roport> Report> Report
Biometric Device Registration Report
Biometric Device Registration Roport
Report Type : Ad hoc

Display 10 v records

Sr.
No. Centercode ¢  Daviceld <

SerolNo | 1o icecode 3 sysid 3 ickty P

<

30d8foab-cB21-4108-ba53- 2020-06-11
1 KYPO4050006 MANTRAWINOOT  MANTRAMSIPL  MFSIO0 100 2248415 2002551273 B5SFEBFE077CBO0FBFFO 148560

Showing 1to1of 1 entries

Note: Only RD Services registered device will upload through the WORM
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7.3. Device upload on WORM- Process Flow chart

START

Is Biometric
Attendance Device No
(Mantra MFS100)
Available?

Ye

v

Is Biometric Purchase New Device

device in working No | (Recommended Mantra

condition? MFS100)

Ye

Device N _ _ _

Registered for 0 Biometric Device
RD service? RD Service
Registration

ve|
Iy
Device Upload on
WORM
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7.4. Integration with Local ERA for Biometric Attendance

In ERA, Learner Attendance is marked through teacher client using Aadhaar

Biometric Authentication.
The Following is the Process Flow:
Step 1:

Learner Facilitator Login

Y &/ 9
b P K
= NN

)

PASSWOR
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ERA

HOME
Step 2:

In Learner Biometric Attendance page, search a specific learner by learner Id

ERA
LEARNER BIOMETRIC ATTENDENCE
o =3
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M: t v Reports v English v
KYP09030039 e -

MKCL's

LEARNER BIOMETRIC ATTENDENCE

RAM
77 %

Q3001

0

3001 @
Active Learners
3001

3001
Hits per minute

14

g Krowes Lt et
Hits in past 30 minutes

Step 3:
Mark Biometric Attendance by clicking on the thumb icon on Learner card

Managemsent v Heports v nghsh ~

ERA o \
LEARNER BIOMETRIC ATTENDENCE 25

Step 4:
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Accept the disclaimer to proceed further.

ERA
LEARNER BION

3001 0

Disclaimer

| Diksha Sharma, the holder of this Aadhaar number, hereby give my consent to this agency to obtain my
Aadhaar number, Demographics and Biometrics and/or One Time Pin (OTP) data for authentication with UIDAIL
This agency has informed me that my identity information would only be used for the purpose of establishing
my identity and creating de-duplicated i.e. golden data by seeding my Aadhaar in agency’s and MKCL database;
my biometrics will not be stored / shared and will be submitted to CIDR only for the purpose of authentication. |
am also informed of other identity proofs acceptable by agency as alternative to Aadhaar, and given to
understand that my information submitted herewith will be protected [ used as per requirements of Aadhaar
Act 2016 and other laws.

Hitsin past 30 minutes

Peports v [nglsh «

ERA
LEARNER BIOMETRIC ATTENDENCE

12 Mins

&
@)

MANTRA MFS100 AvOM ®
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B BsMFGeST e D -~ M BtmM

ERA
LEARNER BIOMETRIC ATTENDENCE

13 Mins

MANTRA MES 100 AVOM @

After Accepting the disclaimer, the biometric fingerprint details are captured
which include the PID block. This data is sent to the MKCL Aadhar Gateway
along with the Learner MKCL ldentification Number(MIN)

1)Biometric Fingerprint
2)PID Block

3)MIN(mkcl Identification number)
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Step 5:

Aadhaar Biometric Gateway

UIDAI CIDR

|

|
l
e

BIHARIT (AUA)

LOCAL ERA MKCL AADHAR GATEWAY

The MIN value that is sent from the local ERA is matched with the entries in the
database and the Aadhar number corresponding to the MIN is retrieved and the
values (Aadhar Number, PID) are sent to Bihar IT that provides connectivity
using private secure networks to UIDAI's data centers for transmitting
authentication requests.

In UIDAI, the Aadhaar holder’s record is first selected using the Aadhaar
Number and then the demographic/biometric inputs are matched against the
stored data within CIDR which was provided by the Aadhaar holder during
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enrolment/update process and the response is sent back to Bihar IT Service
which in turn is sent to the MKCL Aadhar Gateway. Response and logs of the
transaction is stored in MKCL Aadhar gateway. The response that is received is
sent to the local ERA where the attendance is marked for the specific learner if
the learner is authenticated.

Step 6:
Response

On Successful Authentication the attendance will be marked.

NewTab | = NLP/ | @ sym: | @ Unti

<« C @ localhost:8080/0/f
pps W Go Tutorial - Lea [ Foe Exp o
MKCL's KYPOS030039 Management ~ Reports v English ~
E Learner biometric data has been successfully verified
RAM Py
LEARNER BIOMETRIC ATTENDENCE 87% 13%
Q 3001
3001
3001
3001
n £ Type here to search o (=11 = . =) wl E i

On Unsuccessful Authentication
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"N

LEARNER BIOMETRIC ATTENDENCE

Manogermest ~  Repoets «  Dngloh v

Canrct sdert fy rgergrwd

56 )
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8. Conclusion

With the BSDM having decided to put in place AEBAS at all the empaneled
SDCs across Bihar, it becomes mandatory for the learners and learning
facilitators of the SDCs to mark their attendance in real-time and prohibit them to
temper the attendance which may finally impact the skill training quality. The
monitoring and tracking of attendance would takes place in real-time and
overcome the case of impersonation which is being held at various SDCs.

9. Frequently asked questions (FAQSs)

1. What if current biometric device is not working?
You can purchase new device from market recommended device is
Mantra MFS100

2. What is RD Service Registration?
The Registered Device (RD) Service keeps security at the forefront by
allowing secure registration of all devices without storing any data on the
device. Without RD service registration using UIDI services is not
possible.

3. What if we are getting RD registration with new biometric device?
If you purchase new biometric device with one year of RD service
registration in such cases you can directly check the RD service status
and upload the device on SOLAR portal.

4. Can we upload more than one device on WORM?
Currently only one device is allowed to upload, we suggest to keep one
more device in spare for the use.

5. Can we register biometric device from other websites except
SERVICO?
There are multiple online RD service registration provides we have
recommended Mantra official provider for MFS100 device, you can
purchase the services from any of the provides available in the market
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6.

10.

w N

Can we upload device more than one time in case of technical
problem?

Yes, in case of technical issue of existing device you can upload another
RD service registered device.

. Can we upload non RD service registered device on WORM?

No, only RD service registered is allowed to upload
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